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VRSTE TRANSAKCIJA

PREDAUTORIZACIJSKA TRANSAKCIJA (WEBPAY: AUTHORIZATION)

Predautorizacijska transakcija je tip transakcije gdje se sredstva na racunu korisnika/ce kartice rezerviraju u
razdoblju do 28 dana od dana kada je transakcija odobrena od strane banke prihvatitelja. Nakon razdoblja od 28
dana sredstva se automatski vracaju na racun korisnika/ce (otpustaju se) i predautorizacijska transakcija prestaje
biti vazeca odnosno postaje expired.

U razdoblju od 28 dana su moguce dvije akcije nad predautorizacijskim transakcijama:

1. Kompletiranje (WebPay: Capture) — djelomi¢no kompletiranje ili u punom iznosu
Molimo pogledajte niZe za objasnjenje kako napraviti kompletiranje

2. Ponistenje — storno (WebPay: Void)
Molimo pogledajte niZe za objasnjenje kako napraviti ponistenje

Povrat
Nakon kompletiranja predautorizacijske transakcije, moguce je napraviti povrat preko Monri WebPay sucelja u
razdoblju od 180 dana nakon kompletiranja iste.

Napomena: Kompletiranje (Capture) i Storno (Void) je moguce napraviti preko Monri WebPay sucelja ili ako je Vas
integrator napravio implementaciju preko sucelja na Vasoj strani.

Za vise informacije i objasnjenje pogledajte niZe pod Authorization — Refund.

DIREKTNA NAPLATA (WEBPAY: PURCHASE)

Direktna naplata je tip transakcija gdje se sredstva sa racuna korisnika/ce kartice automatski skidaju nakon sto je
transakcija odobrena od strane banke prihvatitelja.

Povrat
Za transakciju direktne naplate (WebPay: purchase) isto kao i predautorizacijsku transakciju je moguce
napraviti povrat u razdoblju od 180 dana nakon Sto je transakcija odobrena.

Napomena: Povrat (WebPay: refund) je moguce napraviti preko Monri WebPay sucelja ili ako je Vas integrator
napravio implementaciju preko sucelja na Vasoj strani.

Za vise informacija kako napraviti povrat molim Vas pogledajte objasnjenje niZe u dijelu gdje se objasnjava povrat.
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KORISNIK TIPA MERCHANT ADMINISTRATOR 1 ADMINISTRACIJA TRANSAKCIJA

Korisniku tipa merchant administrator nakon prijave u sustav otvara se sljedeca stranica:

Slika 1: Izgled sucelja nakon prijave

WebPay Home

Login successful!

Welcome Branko

Totals Authorizations Purchases
* Transactions: 1086 + Approved authorizations: 496 * Approved purchases:
* Approved transactions: 851 + Declined authorizations: 162 * Declined purchases:
* Declined transactions: 235 + Pending authorizations: 4
« Invalid transactions: 0 * Expired authorizations: 265

* Invalid requests from client: 233
* Declined transactions from blacklist: 0
* Unfinished 3D secure authentications: 317

Captures Refunds Voids
* Approved captures: 211 + Approved refunds: 26 * Approved voids: 16
* Declined captures: 0 + Declined refunds: 0 * Declined voids: 0
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GLAVNI MENI (MAIN MENU)

TRGOVAC (MERCHANT)

Odabirom opcije Merchant prikazuju se detalji trgovca jednako kako je prikazano na slici:

Profile

* Address: MAGAZINSKA 11A
Zip code: 10000

City: Zagreb

Country: Croatia

Phone: 01 2431 555

Mobile: 01 2431 555

E-mail: info@2smart.hr
Domain: hitp://www.2smart.hr

Account for ZABA

3D-secure settings

* Active: True
Allow ECI 7: False

* Allow ECI 7 on error: True
Name: TD ELEKTRONIKA DOO
Domain: http://www.2smart.hr
Visa login: 000000855278888
Visa password:
Visa bin: 464445
MasterCard login: 0855273888
MasterCard password:
MasterCard bin: 547476
Country code: 191 (Croatia)
MPI: zaba

Edit account

Monri - member of Payten

Slika 2: Detalji trgovca

Merchant's e-mail template | Buyers e-mail template

API settings

Key: ToSmart9989*

Authenticity token:
b4e54c21157166314754ed2f4dacidebce1ba7o6
Success URL:

Cancel URL:

Redirect to success URL: False

Debug mode: True

Allow installments: False

Gateway settings

Active: True

Allow refund/capture: True
TID: INTOD444

MID: 08552768888

MCC: 5045

Exchange rate: no conversion
MasterCard: True

Visa: True

American Express: True
Diners: True

Maesiro: True

JCB: False

Discover: False

Risk and fraud settings
= MaxMind

Active: False

Moto Score: 100

Unsecured E-Commerce And 3ds Eci7 Score:
3ds Attempted Score: 100

3ds Authorized Score: 100

WebRisk
* WebRisk merchant ID:
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TRANSAKCIJE (TRANSACTIONS)

Odabirom opcije Transactions izlistaju se sve transakcije za trgovca, poredane od najnovijih
do najstarijih u odnosu na datum izvrsenja:

Slika 3: Transakcije

Transactions

Bu

Displaing Transacion 1 - 50 of 1751 in total

w Buyer couny |car Amont  Cumescy  ECL  En At Ordernumber Response code Type status Createa st
dasdas dasdasd R vea 1234 uso w N aptesimember818657676304028c89 0 puchase sporved | 2013.00-17 2248 48-1100

John Smitl us wsa 200 uso L] H personal 144725MBc2b0 o749 0000 caplure approved 2013-09-16 22 18:02 - 1100

John Smin us wea 2200 usD [ N £r800311447251BC2B0A35209749 0000 AUthonzanon approved 2013-09-16 2211431100

dasdas asdasdas e vea 1000 uso w N personalacivenankdth 1062988521870 [ puchase 2013.00-16013426 1100

dsds dsds R 1000 uso ® N aplesimembercacoBeIca43cInm o000 purchase 201300152338 531100
aassacasas asassass ™ wea 1000 uso ® N S0lesmEmbers1cT80N 292053810643 o000 pucnase 20130815 2326571100

Nota Covek us vea w0 uso w N pOrEOnaI1841201c1226085CTR o000 aumorzason 2013.00-15215226 1100

FrstLast us vea 100a uso w N businessarivenankd100263838 14ctT 0000 auorzaton 2013.00-15 181232 1100

2 dsotass R maser 2500 uso w o sarkotas 12680C100cecbba8ee 1685 2000 ' 2013:05.15,041213.-1100

HR master 2500 usD N SIKOTaS 1 126E0CA0CECDE409CE 1 0000 autn 2013-09-15 04:11:48 1100
2730 dsaana dsatasg HR master 25.00 usD "N darkoiras{12694262a7c14910200057 0000 refund 20130815 04:90:17 1100
27306 as3303 dsatasg HR master 2500 usD noN 03KDTa5 11269426237 C1481020957T 0o0e capture 2013-08-15 04:04:56 1100
dsanda dsatasd HR master 2500 uso nowN darkolras 1125942627 c14810200957 0000 2013-03-15 040210 1100

27302 dsasd asdasa HR wsa e usb %8N personalacivabank10686060s: 2013-08-14 0421:39 1100
Mick Madisan = wsa .00 uso (LI ExchangesPIusgcT0830d067 47 ads608 000 purchase. 2013-08-14 D415:01 1100

HR s 1235 usD w N apitestm 6898500603 0000 authorizaion 2013-09-13 235912 -1100

729 HR wisa 1224 usD % N apitestmemberT53dr37507en Icccade 0000 au 2013-09-13 23.57.38 1100
FirstLast HR 10.00 uso % N apitestmemberGes26609012040030370 000 authorization 20130813 2215:52 1100

Bestlast HR 10,00 uso %N apitesimemberbBIAIIDNTBOCTIEINA00 0 purchase 2013-08-12 05:49.00 1100

HR 2603 usD "W N 0412095005704 0 2013-09-13 05,0552 -1100

HR wsa 10.00 uso (L apitestmemberi24d40ea28640taazece 0 2013-08-13 05:04:24 1100

HR wsa 1000 usD s N 3piteSIMEMber4652154312007 3988031 oo0e purcnase. 2013-08-13 04:54:48 -1100

asdasd asdasasd HR master 10.00 usD "N apitesimembareBadble8ada?? do43c o purchase 2013-08-13 0233.37 -1100

asdasd asdasd w53 10.00 usb "% N apitestmember2a2241b068680adcoc20 0 purchaze 2013-08-13 00:56:56 -1100

gas0as asa #F wsa 2603 usD % N apitesimemberzetzan1 casdna: 0000 purcnase. 2013-08-13 D0'51:14 1100

ok Sovek us visa 2000 usD %N parsonal_1242480071831a: 0 refund 2013-08-13 00:37.39 1100

724 dsadas dasdas HE visa 2603 usD w6 N api_lest_member2cds 11b41aadTbita433d o purchase approved 2013-09-12 23.42.04 -1100

Klikom na ID transakcije prikazu se njeni detalji:
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Slika 4: Detalji transakcije

Transaction #26377: authorization - response from acquirer is approved

Terminal entry: 15¢ Created at: 2013-08-20 10:05:32 +0200 Order number. 54646546 Order history: authorized

Acquireractions: SIETH (TS H Blackiistip | Blacklist pan | Blacklist bin Comments:

Processing details Order details Card details
+ Gateway: Webteh Gatecon + Amount: 50.00 + Card: MasterCard
+ Acquirer: integration_acq + Currency: USD + Issuer: unknown
+ Response code: 0000 + Order info: 145646 + Masked pan: 546400-c0-00-0008
* Acquirer response code: 00 * Type: authorization « Expiration date: 1309
+ Response message: approved + Order number: 54646546
+ Approval code: 720575 + Method: form
+ Reference number: 000093808750 + Language: hr
= Systan: 026376 * Moto: false
+ Status: approved + Number of installments: N/A
+ Billing amount: 288.53
+ Billing currency: HRK
+ Exchange rate: 5.776709079742432
+ MaxMind risk score:

+ Time spent: 0.1768811 sec

Buyer profile 3D-secure details
+ Full Name: ja5 = ECI: 01
+ Address: sdfdas + Enrolled: N
+ Zip: dffs + Authenticated:
# City: sadasf * XID:

+ Country: sfsf = ACSV:
+ Phone: 0000

+ Email: branko volarevic@webteh hr

* |p: 141.138.11.122

References

+ #26377: suthorization - response is approved

Prikazani su detalji obrade narudzbe pod Processing details, detalji same narudzbe pod
Order details, detalji kartice pod Card details, osobni podaci kupca pod Buyer profile ii
detalji 3D-secure provjere. Pod References navedene se transakcije koje su prethodile
prikazanoj transakciji.
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KOMPLETIRANJE (CAPTURE)

Gumb Capture omogucuje kompletiranje transakcije tipa authorization u punom ili
djelomi¢nom iznosu, kako je prikazano na sljedecoj slici:

Slika 5: Kompletiranje transakcije predautorizacijskog (authorization) tipa

Transaction #26377: authorization - response from acquirer is approve

Terminal entry: 154 Created at: 2013-08-20 10:05:32 +0200 Order number: 54848546 Order history: authorized
Acquirer actions: I=IETHNIES M Blacklistip | Blacklist pan | Blacklist bin Comments:

Capture

50.00 usSD

(&1 or Cancel

Klik na gumb Capture potvrduje kompletiranje:

Slika 6: Potvrda kompletiranja

Are you sure?

[ OK ] ’ Cancel

Monri - member of Payten
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Potvrdom gumbom OK otvara se sljedec¢a stranica:

Slika 7: Primjer uspjesnog kompletiranja

Capture sucessfull!

Transaction #26387: capture - response from acquirer is approved

Terminal entry: 154 Created at: 2013-08-20 16:31:39 +0200 Order number: 54846546 Order history: authorized, captured

Action done by: Branke

Acquirer actions: IEWAIEYH Biacklistip | Blackiist pan | Blacklist bin | Comments:

Processing details Order details Card details
Gateway: Webteh Gatecon « Amount: 50.00 « Card: MasterCard
Acquirer: integration_acqg Currency: USD * Issuer: unknown
Response code: 0000 Order info: 145646 « Masked pan: 546400000060
Acquirer response code: 00 Type: capture « Expiration date: 1309

Order number: 54646546
Method: form

Language: hr

Moto: false

Number of installments: N/A

Response message: approved
Approval code:

Reference number: 000093808750
Systan: 026386

Status: approved

Billing amount: 288.83

Billing currency: HRK

Exchange rate: 5.776709079742432
MaxMind risk score:

Time spent: 0.1694411 sec

Email: branko volarevic@webteh hr
Ip: 141.138.11.122

Buyer profile 3D-secure details
+ Full Name: ja5 « ECI: 01
+ Address: sdfdas « Enrolled: M
« Zip: dffs « Authenticated:
+ City: sadasf « XID:
+ Country: sfsf « ACSV:
+ Phone: 0000

[z slike se vidi da je kompletiranje bilo uspjesno (poruka Capture successful), kao i da je
jedina preostala opcija povrat sredstava gumbom Refund:

Monri - member of Payten
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POVRAT (REFUND)

Slika 8: Povrat sredstava

Refund

WARNING FOR USERS FROM OLD 5YSTEM: For partial refunds enter the amount
you want to return to buyer, not the new order amount as before.

50.00 usn

or Cancel

Gumbom Refund vraca se iznos iz transakcije. Takoder, moguce je vratiti i djelomi¢ni iznos
sredstava, upisom iznosa manjeg od iznosa iz transakcije. Refund je potrebno potvrditi:

Slika 9: Potvrda povrata sredstava

Are you sure?

Ok l ’ Cancel

10
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Potvrdom gumbom OK otvara se sljedec¢a stranica:
Slika 10: Primjer uspjesnog povrata sredstava

Transaction #26423: refund - response from acquirer is approved

Terminal entry: 154 Created at: 2013-08-21 12:31:36 +0200 Order number: 54646546 Order history: authorized, captured, refunded
Merchant: Music store - integraticon Bank: Integraticn Bank

Action done by: Super User

[Z]ETH A[I3H Blacklistip | Blacklist pan | Blacklist bin Comments:

Processing details Order details Card details
* Gateway: VWebteh Gatecon * Amount: 30.00 ¢ Card: MasterCard
+ Acquirer: integration_acq * Currency: USD s Issuer: unknown
* Response code: 0000 * Order info: 145646 * Masked pan: 546400-x00e00(
+ Acquirer response code: 00 + Type: refund » Expiration date: 1309
* Response message: approved * Order number: 54646546
* Approval code: 330782 * Method: form
+ Reference number: 000093808750 * Language: hr
* Systan: 026422 * Moto: false
« Status: approved + Number of installments: N/A
+ Billing amount: 173.30
« Billing currency: HRK
+ Exchange rate: 5.776709079742432
* MaxMind risk score:
+ Time spent: 0 2675212 sec
.

Response: Show

Sa slike je vidljivo da je povrat sredstava bio uspjesan (poruka Refund sucessfull), kao i da
nisu viSe moguce nikakve akcije nad transakcijom.

11
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BLOKIRANJE TRANSAKCIJA NA TEMELJU ODREDENIH KRITERIUA

Gumbima iz Blacklist grupe moguce je blokiranje transakcija na temelju odredenih
kriterija:

Blacklist ip blokira IP adresu, Blacklist pan blokira karticu s tim i tim panom dok Blacklist
bin blokira odredeni bin:

Slika 11:blokiranje transakcija

ZIEMW IS E Blackiistip | Blacklist pan | Blacklist bin Cnmments:

Blacklist ip

Blacklist FEeeTler]

Gumbom Blacklist potvrduju se blokade, gumb Cancel ih otkazuje.

12
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PONISTENJE — STORNO (VOID)

Ako se transakcija Zeli stornirati/ponistiti, potrebno je kliknuti na gumb Void:

Slika 12: Ponistenje transakcije

Transaction #26425: authorization - response from acquirer is approvec

Created at: 2013-08-21 12:48:05 +0200 Order number: bb288dafcc47828 Order history: authorized

Merchant: Music store - integration Bank: Integration Bank

Acquirer actions: Void J=]EW A Blackiistip | Blacklist pan | Blacklist bin Comments:

Processing details Order details Card details
+ Gateway: Webteh Gatecon « Amount: 1.00 « Card: MasterCard
+ Acquirer: integration_acq « Currency: USD * Issuer: unknown
+ Response code: 0000 « Order info: snowmaster 3000 « Masked pan: 546610000000
+ Acquirer response code: 00 « Type: authorization « Expiration date: 1911
+ Response message: approved « Order number: bb288dadccd 7828
+ Approval code: 972970 « Method: form
+ Reference number: 000093808960 « Language: en
+ Systan: 026424 « Moto: false
» Status: approved = Number of installments: N/A
+ Billing amount: 577
+ Billing currency: HRK
+ Exchange rate: 5.776709079742432
+ MaxMind risk score:
+ Time spent: 0.1049714 sec
+ Response: Show

Za poniStenje potrebno je ponovno kliknuti gumb
Void i potvrditi gumbom OK,

Slika 13:potvrda ponistenja

Are you sure?

[ OK ] ’ Cancel

nakon Cega se otvara sljedeca stranica:

13
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Slika 14:uspjesno ponistenje transakcije
Void sucessfull!

Transaction #26427: void - response from acquirer is approved

Created at: 2013-08-21 12:52:27 +0200 Order number: bb288dagcc47828 Order history: authorized, wvoided
Merchant: Music store - integration Bank: | Integration Bank

Action done by: Super Tser

[Z]ETH IS Blacklistip | Blacklist pan | Blacklist bin Comments:

Processing details Order details Card details
Gateway: \Webteh Gatecon + Amount: 1.00 + Card: MasterCard
Acquirer: integration_acq + Currency: USD * Issuer: unknown
Response code: 0000 * Order info: snowmaster 3000 * Masked pan: 54661000000
Acquirer response code: 00 + Type: void + Expiration date: 1911
Response message: approved + Order number: bb288da8cc4 7828
Approval code: 396032 + Method: form
Reference number: 000093808960 + Language: en
Systan: 026426 + Moto: false
Status: approved + Number of installments: N/A

Billing amount: 5.77

Billing currency: HRK

Exchange rate: 5. 776709079742432
MaxMind risk score:

Time spent: 0.0646680 sec
Response: Show

[z slike je vidljivo da je povrat sredstava uspjesno izvrSen (poruka Void sucessfull), kao i da
viSe nisu moguce nikakve akcije nad transakcijom.

14
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DIREKTNA NAPLATA — TERECENJE (PURCHASE)

Za transakcije tipa purchase moguce akcije jedino ukljuCuju povrat sredstava:

Slika 15:povrat sredstava za transakcije tipa purchase

Transaction #26429: purchase - response from acquirer is approved

Created at: 2013-08-21 14:13:16 +0200 Order number: 053cfa06a011786 Order history: purchased

Acquirer actions: JiGUGE Blacklist: WsEEIETN W EETETELN s EE ST Comments:

Processing details Order details Card details
+ Gateway: Webteh Gatecon + Amount: 1.00 « Card: MasterCard
* Acquirer: integration_acqg * Currency: USD * Issuer: unknown
+ Response code: 0000 + Order info: snowmaster 3000 + Masked pan: 546610-00e-00¢
+ Acquirer response code: 00 * Type: purchase * Expiration date: 2109
+ Response message: approved * Order number: 053cfal6a011786
+ Approval code: 637919 + Method: form
+ Reference number: 000093808970 * Language: en
+ Systan: 026428 + Moto: false
+ Status: approved * Number of installments: N/A
+ Billing amount: 5.77
+ Billing currency: HRK
+ Exchange rate: 5.776709079742432
+ MaxMind risk score:
.

Time spent: 0.3292695 sec

Povrat sredstava za transakcije tipa purchase izvrSava se jednako kao i za transakcije tipa
authorization.

15
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TERMINAL

Opcija terminal sluZi za izradu formi za plac¢anje trgovcima koji nemaju kosarice na
prodajnom mjestu (Monri PayByLink) i njegovo koriStenje opisano je u zasebnim uputama.

KORISNICI (USERS)
Odabirom opcije Users otvara se popis korisnika trgovca:

Slika 16 Popis korisnika

Users

Hewuser [ECTERE

Displaying all 6 User

o Full name E-mail
224

214

2004-2013 & Webten d.0.0.

Moguce je pogledati detalje o korisniku odabirom korisnika i uredivanje. Uredivati se mogu

podaci o korisniku, lozinka i jezik prikaza sucelja.
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